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Gondolatebresztes

Im

Okosépuletek

Zarak, liftek, h(tes,
f(ités, arnyékolas.

Energia, megujulé energia

Gazmotor-, naperém(-,
szélerébmuy vezeérlés,
energiaelosztas.

Egészsegugy

M(itdk, laborszell6zes, diagnosztikai
eszkozok, laboratoriumi
Informacids rendszerek,rontgen,
gyogyszeradagolo rendszerek,...

-

Gyogyszergyartas

Gyogyszercsomagolo,
fert6tlenitd, gyartd gepek.

Vasut

Valtok, energia,
sorompok,...

Vizmu

Szivattyuk, kutak, atemelék,
szennyviztisztitok.
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IT (Information Technology) és az
OT (Operational Technology)
kozotti kulonbsegek

D “Adatot mozgat”
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IT es az OT kozotti kulonbsegek

Uzemidé Frissitések Biztonsag Tudatossag
I T Belitemezett és PSSO
3-5Ev > Tizfalak, Rendben
automatizalt
Backup-szerver

20-30 Ev Soha vagy ritkan Ritkan Kelloen Rossz

OT &=
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OT b iZtO nSég i - FENYEGETESEK ES

SERULEKENYSEGEK

l’]tm Utaté - =  RENDSZERTOPOLOGIAK
N I ST S P 80 0 -8 2 r3 —> BIZTONSAGI INTEZKEDESEK

NATIONAL INSTITUTE OF _ . il . ,
STANDARDS AND TECHNOLOGY Kiberbiztonsagi programfejlesztes
U.S.DEPARTMENT OF COMMERCE Kockazatkezelés

Kiberbiztonsagi architektura

Vezeérld
Epliletautomatizalasi
Kdzlekedési
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MITRE ATT&CK® Matrix for ICS

Initial
Access

12 technigues

Execution Persistence Privilege

10 techniques

Autorun

6 techniques

Escalation

2 technigues

pitation

Hooking

Evasion

7 techniques

Discovery

5 technigues

Movement and

Inhibit
Response
Function

14 technigues

Lateral Collection Command Impair
Process

Control
5 technigues

Impact

Control

7 technigues 11 technigues 3 techniques 12 technigues
Default

Credentials

System Firmware
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| Connect to CLICK PLC
S, Hub CLICK PLC

This Computer =

& ; S
k "_.a:

gl ‘
4 l :

I
«(iﬂ

Ethernet

Ethernet
Direct connection

3 Location of the target CLICK PLC
Port Type: Ethernet 2 g
3 (® In the same LAN (Scan all CLICK PLCs in the LAN automatically.)

Network Adapter:
(O outside this LAN (You need to allocate IP address and port number manually.)

Intel(R) PRO/1000 MT NeMork Connection  + |
S Status

Port Setting PLC Name IP Address Mode
IP Address: 192,168.77.179 I [ o
Subnet Mask: 255,255,255.0 s
Default Gateway: 192.168.77.1

GOOD

Edit...

Blink RUN & ERR LEDs

. ‘C_onnect {

| 0000/8000 | No select CPU : .- R S 3
7 [N o e e T

L A
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txOne altal védett
kornyezet

192.168.77.50 192.168.77.17

PLC Termosztat
192.168.77.18 222

| Workshop
Topologia 5

Minden kép valos adatokat
tartalmaz a kiallitott N ..
tesztrendszerbol.

PLC
10.0.203.141

Termosztat

txOne altal csak
monitorozott
kornyezet e

EdgeOne StellarOne (S1)
10.0.203.138 10.0.203.144 10.0.203.145
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J
A Nincs jelEllendrizze a bemenetet, vagy
valassZon masikat az INPUT gombbal

ARLITECH DataCenter
SecTour DEMO

Vedtelen
halozat
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JJ1)}}}sc.prototyp
ind( ' [data-toggle="tab"]
ddClass("in")):b.removeClass(

Az OT kiberbiztonsagi
g program 6 alapelve

each(functi
'Mthis.opt
'—Click.bs.a{u. fat

o t1X.data-api" g
tlon()};c.VERSION:“f,
_nOllTop()’ Fths

. Eszkozcentrikus biztonsag
. Halozati szegmentacioé
. Eszkozleltar és passziv eszkozfelderités

. Biztonsagos tavoli hozzaféeres és MFA

A A WO N -

. Javitocsomagok és kompenzalé védelem nem frissithet6
rendszerekhez

6. Folyamatos monitorozas és anomaliaészlelées
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Az OT kiberbiztonsagi
g program 6 alapelve

each(functi
'Mthis.op
"click.bs.affi, dat

T1X.(

-4ata-ap1”,a
A "e
N="3

ftion()};c.versTo
“rollTop(), fth:

1. Eszkozcentrikus biztonsag

Az eszkozok hatékony védelme azok teljes életciklusan keresztul.

Rendszerbe valo:

* beléeptetés (malware ellenorzés, hitelesités)
 beallitas

 karbantartas.
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txOne Portable

Inspector

‘i ‘

txOne Portable Inspch:EEig)F | - Portable Inspector Pro
« Minden ami az alapverzidéban van + fajlok
biztonsagos atvitele
Portable Inspector — X
Scanning Tool txOne
9 Portable |nSpeCtOI‘ Scan Restore Logs Status & Update
1. Get Started ' 2. Fix Problems ' 3. Review Results
« Arendszer vedelme a beérkez6 es kimend st Undate: September 2. 2026
eszkozok ellenbrzesevel Scan Settings
« Belsd fenyegetések kikuszobolese Sean e Al local olgers
. s 7y 7 can Action: onmnrm
° Nem |’geny’e|.te|ep|teSt’ . ., Exclusion List: Disabled
o SzabalyozaS| megfeleles egyszerus|tese Temporary Files: Save temporary files while scanning
- USB-kialakitas _—
« Malware fert6zés visszajelzése haromszin( LED
Segftségéve| Scanning: Initializing
» Eszkdzadatok gydjtése az OT-rendszerek _opsed e - seconds
reats found: 0

atlathatosaganak noveléséhez
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Az OT kiberbiztonsagi
program 6 alapelve

2. Halézati szegmentacio

Az OT halozatokat zonakra és biztonsagos kommunikacios

csatornakra kell bontani:
o IT

 termelés

 vezeérlés
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ARLITECH

e

Jpad

IPS/IDS

VPN
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MGMT:

STATE:

FAULT
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=2 'DXONe EdgelPs Pro 216
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CONSOLE
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STAT!

PWRA 12-a8v
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EdgelPS szegmentacio

tXOne EdgelPs Pro 216
e - I L TN e RRARIN T el TN
+ Ll i i Tl Tl Ll T IR

IPS-Pro-216-BP PURI 1243 yose2 gyoses  fyoees

Total Number of Items: 16 | Q

All Pairs All Pair Modes v

v Port Pair Pair Mode Security Operation Mode Hardware Bypass Mode Policy Enforcement Policy Enforcement Operation Mode

PORT1 PAIR1  Default Device: all_monitor Monitor Mode

PORT2 PAIR1  Default Device: all_monitor Monitor Mode
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Az OT kiberbiztonsagi
program 6 alapelve
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3. Eszkozleltar és passziv eszkozfelderites

PLC-k, HMI-k, eszkozok,.. azonositasa.
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w

txOne Portable /-
Inspector

y/ |
,

~ ExOne Portable Insp

. Portable Inspector . Portable Inspector Pro
« Arendszer védelme a beérkez6 es kimend « Minden ami az alapverziéban van + fajlok
eszkozok ellenbrzesével biztonsagos atvitele

« Belsé fenyegetések kikliszobdlése
« Nem igényel telepitést
« Szabalyozasi megfelelés egyszerUsitése

« USB-kialakitas
« Malware fert6zés visszajelzese haromszind LED
segitseégevel

« Eszkozadatok gylijtése az OT-rendszerek P»
atlathatosaganak noveléséhez
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EdgeOne  Visibility A2 txOne

Visibility > Dasht i > System Dashboard

Summary

Environment Summary (Group Summary) n Asset Types
All Edge Groups All Edge Groups

Network Appliance
Others / Misc.

4

Assets Devices

Edge Device List
All Edge Groups

Edge Group Edge Model Edge Hostname IP Address MAC Address Pattern Version Firmware Version Status Managed Asset Count

.

DEV @ IPS-Pro-216-BP-TX EdgelPS-Pro &) 10.0.203.154 08:35:71:24:08:b7 TXv2_PRO_240918_1 IPSP_T01_2.1.27 Online 4 6)

Top L7 Protocol Filter Event Trends Top L7 Protocol Filter Events

All Edge Groups All Edge Groups visibility

160k
”OOO/S\‘OOOOOOOOOOOOOOOOO—O—O—O
- - S S S - - - : Asset View
@

<O Others Modbus -O-HTTP  -O- DNS DNS

-+ Add Filters
E Al Edge Types Assets (4)~ Q- Multiple Selection

EE EdgelPS P
v ge ro

Ungrouped

== 0 mm ) e

0.0.0.0 0.0.0.0 10.0.203.141 10.0.203.156
90:6c:ac:e9:7d:3f c0:51:7e:09:63:06 d4:ad:20:a7:dd:... 24:0f:9b:df:ac:34
> @ EdgelPS PORT2 PORT2 PORT2 PORT2

5 @ EdgelPS LE

> _— EdgeFire
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Az OT kiberbiztonsagi
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4. Biztonsagos tavoli hozzaféerés: VPN es MFA

Biztonsagos tavoli hozzaférés.
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networks

IEF-1012-R

-
(2] _m
14

0

PWR 2 ]: PWR1
STATE TIPS/ID:
FAULT 1+ VPN
MGMT-HA

A

A
P

\
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7
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Az OT kiberbiztonsagi
program 6 alapelve
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5. Javitocsomagok és kompenzalé vedelem nem frissitheto

rendszerekhez

IPS, virtual patching:

frissités, leallas elkerulése.
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1048640 Buffer Overflow High Deny and Log WEB Microsoft PCT Buffer Overflow -1 (CVE-2003-0719)
1049406 Exploits High Deny and Log WEB /etc/motd File Download
1049407 Reconnaissance High Deny and Log WEB Linux /etc/shadow File Download

1049409 Exploits High Deny and Log WEB .htgroup access

JJH)}1}sc.prototyp
ind('[data-toggle="tab"] "
ddClass("in")):b.removeClass(
ia-expanded" ()}var g=d.
ngth&&h?g.onglfbsTranN-ionEnd”, f)
onstructor=q onflict=Ffi
.data-api”, " tab"]’, e)

each(functi -
'Mthis.opt ' ))efd
Click, b F{-}v,‘c.D!_-F

1049556 Exploits Medium Allow and Log WEB Microsoft IIS 5.1 Frontpage fpsrvadm.exe File Download
1049576 Exploits High Deny and Log WEB Microsoft IIS 5.1 Frontpage Extensions Path Disclosure Information Vulnerability -2 (CVE-2002-1717)
1049578 Exploits High Deny and Log WEB Microsoft IIS 5.1 Frontpage Extensions Path Disclosure Information Vulnerability -3 (CVE-2002-1717)

1049579 Reconnaissance High Deny and Log FRONTPAGE fourdots request (CVE-2000-0153)

data
*tion()};c.VERSTON="3 -

s 1049659 Exploits Critical Deny and Log WEB Cisco I0OS HTTP Configuration Arbitrary Administrative Access (CVE-2001-0537)
rollTop(), £-

1049682 Exploits High Deny and Log WEB .htpasswd file download (CVE-2001-0892)

1049736 Exploits High Deny and Log WEB .htaccess file download (CVE-2000-0234)

1049802 Web threats Critical Deny and Log WEB Directory Traversal -2.u

1049842 Web threats High Deny and Log WEB OVActionD SNMPNotify Command Execution (CVE-2001-0552)

1049859 Buffer Overflow High Deny and Log WEB Oracle 91 Application Server PL/SQL Apache Module Buffer Overflow Vulnerability (CVE-2001-1216)
1049945 Buffer Overflow Critical Deny and Log WEB Microsoft IIS Chunked Encoding Transfer Heap Overflow Vulnerability

1050002 Exploits Critical Deny and Log WEB /etc/inetd.conf Access

1050080 Buffer Overflow High Deny and Log DNS ISC Bind 8 Transaction Signatures Buffer Overflow -1 (CVE-2001-0010)

1050081 Buffer Overflow High Deny and Log DNS ISC Bind 8 Transaction Signatures Buffer Overflow -2 (CVE-2001-0010)

1050082 Buffer Overflow High Deny and Log DNS ISC Bind 8 Transaction Signatures Buffer Overflow -3 (CVE-2001-0010)

1050132 Reconnaissance High Deny and Log EXPLOIT Multiple Vendor XDMCP Default Access Control Vulnerability (CVE-2000-0374)
1050153 Buffer Overflow Critical Deny and Log WEB Microsoft IIS 5.0 .printer ISAPI Extension Buffer Overflow -2 (CVE-2001-0241)
1050340 Reconnaissance High Deny and Log WEB Whisker/Nikto web scanner attempt

1050358 Buffer Overflow High Deny and Log RPC Microsoft Windows DCOM RPC Interface Buffer Overflow (CVE-2003-0352)

«@©
@
@
«@©
@
@
@
@
@
@
«@©
@
@
«@©
@
@
«@©
@
@
«@©
@
@
«@©
(@)

1050420 Buffer Overflow High Deny and Log RPC Microsoft Windows DCOM RPC Interface Buffer Overflow -1 (CVE-2003-0352)
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Az OT kiberbiztonsagi
program 6 alapelve
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6. Folyamatos monitorozas es anomaliaéeszlelés

Az OT rendszerek valds ideju megdfigyelése.
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ExOne

EdgeOne Visibility -

System Dashboard

OT Security Posture X -

Threat Activities

All Edge Groups

txOne EdgeOne

I
Number of
CPSDR Events

Number of Number of IPS Events

Antivirus Events

Number of All Events Number of Policy Violation

Events (Enforced Action: Deny)

Logs & Reports

rotocol Filter Logs

Threat Activity Tracker

All Edge Groups

<O All Events Antivirus Events IPS Events CPSDR Events Policy Violation Events (Enforced Action: Deny)

2025-09-02T11:43:36Z

2025-09-02T11:43:35Z

2025-09-02T11:43:35Z

2025-09-02T11:43:35Z

2025-09-02T11:43:35Z

2025-09-02T11:43:35Z

2025-09-02T11:43:34Z

2025-09-02T11:43:34Z

2025-09-02T11:43:34Z

2025-09-02T711:43:33Z

2025-09-02T11:43:33Z

2025-09-02T11:43:32Z

2025-09-02T11:43:32Z

2025-09-02T11:43:32Z

2025-09-02T11:43:32Z

2025-09-02T11:43:32Z

2025-09-02T11:43:312

2025-09-02T11:43:31Z

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

EdgelPS-Pro

®
®
®
®
®
®
®
e
®
®
®
®
®
®
®
®

® O

Protocol
Layer

Serial Number

TXP06230000012 Layer3

TXP06230000012  Layer3

TXP06230000012 Layer3

TXP06230000012 Layer3

TXP06230000012 Layer2

TXP06230000012  Layer2

TXP06230000012 Layer3

TXP06230000012 Layer3

TXP06230000012 Layer3

TXP06230000012 Layer3
TXP06230000012 Layer3
TXP06230000012 Layer3

TXP06230000012 Layer3

TXP06230000012 Layer3

TXP06230000012  Layer2

TXP06230000012 Layer2

TXP06230000012 Layer3

TXP06230000012 Layer3

Policy Rule Name

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Device:all_monitor:all_monitor

Profile Name

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Device:all_monitor

Interface

Source MAC Address

00:0c:29:1d:cc:96

00:0c:

:1d:cc:96

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

90:6c:ac:da:db:85

90:6c:ac:e9:7d:3f

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

90:6¢:ac:da:db:85

90:6c:ac:da:db:85

00:0c:29:1d:cc:96

00:0c:29:1d:cc:96

Source IP Address

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

10.0.203.122

Total Number of ltems: 5000 | 1

L7 Protocol Name

Modbus

Modbus

Modbus

Modbus

Others

Others

Modbus

Modbus

Modbus

Modbus

Modbus

Modbus

Modbus

Modbus

Others

Others

Modbus

Modbus

Extra Information

UnitlD:

UnitID:

UnitlD:

UnitlD:

UnitlD:

UnitlD:

UnitID:

UnitID:

UnitlD:

UnitlD:

UnitID:

UnitlD:

UnitlD:

UnitID:

2, FunctionCode:

2, FunctionCode:

1, FunctionCode:

2, FunctionCode:

2, FunctionCode:

1, FunctionCode:

2, FunctionCode:

1, FunctionCode:

2, FunctionCode:

1, FunctionCode:

2, FunctionCode:

1, FunctionCode:

1, FunctionCode:

2, FunctionCode:

@ <]

0x03, Address:
0x03, Address:
0x03, Address:

0x03, Address:

0x03, Address:
0x03, Address:
0x03, Address:
0x03, Address:
0x03, Address:
0x03, Address:
0x03, Address:

0x03, Address:

0x03, Address:

0x03, Address:
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txOne stellarOne

stellarOne

& arlitech (arlitech) ~ txOne
networks

Dashboard Agents Logs v Administration v

AGENTS Al > TEST-1 0~ Name v  Contains v Q

-+ Add Group [~ Import/Export

K o O

Name * IP Address Protection Policy Inherit... Operations Behavior Anomaly Det... Agent Version Component Status Last Connection Function Type Actions

ICS-MGMT 10.0.203.139 9 ® [nherited Disabled 3.2.4014 2025-09-02T15:58:19+0...

ICS-W10 10.0.203.149 /) @ |nherited Learn 3.2.4014 2025-09-02T718:52:16+0...

Top Endpoints with Blocked Events :: Top Blocked Files

Time Period: Last 7 days @) Time Period: Last 7 days @)
Endpoint Description IP Address Function Type Blocked Events ¢ All block types ¥

GO B 10:0.203.143. i File File Hash Blocked Type Function Type Endpoints Blocked Event...

msgbox.exe 07b503aed746ad028... Threat Prevention 1 2
eicar.exe 275a021bbfb6489e5...  Threat Prevention ] 1 2

niggru.exe 3460cbe366cd1d8a7... Threat Prevention 1 1

Blocked Event History
Time Period: Last 7 days @)

6

@ Threat Prevention
® Application Lockdown
User-Defined Suspicious Objects
@ Network Restriction Events
Anomaly Detection
® Application Safeguard
12V
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txOne stellarOne

"M TXOne StellarProtect Setup

Asset Inf tio
S txOne

nebworks

\Baker Hughes

\Emerson

'Epson Robots

\Fanuc

iGE Top Blocked Files

THitaChi Time Period: Last 7 days @)
‘Honeywell

\Mitsubishi

r All block types ~

'Omron yp

‘Rockwell

ISchneider File File Hash
Siemens

'Valmet msgbox.exe 07b503aed746ad028... Threat Prevention 1
'YASKAWA

'Yokogawa eicar.exe 275a021bbfb6489e5...  Threat Prevention
|Other

Blocked Type Function Type Endpoints Blocked Event...

svajgerarpi.exe 07b503aed746ad028... Threat Prevention

| Next > Cancel

sectour.exe 07b503aed746ad028... Threat Prevention
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Koszonom a figyelmet, varunk
mindenkit a workshopon.

Web: www.arlitech.hu
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